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1 Ileap paboThI

[TosyauTh mpakTU4IeCKuit onblT pa3paboTku be3omacHoro backend-npuioxenust
¢ aBTOMATU3MPOBAHHON MPOBEPKOiT Kojia Ha ysizBUMOcTH. OCBONTH DA30BhIE Me-
pot 3amuTbl 13 OWASP Top 10 (uabekrun, XSS, HegocTtaTkn ayTeHTH(hUKA-
IMK) ¥ WHTErPaIiio HHCTPYMeHTOB anamu3a besonacHocru B CI/CD.

2 IlocraHoBKa 3aga4dn
Pazpaborars REST API co caemyomumu sHamonaTAMMT:
e POST /auth/login — ayTeHTuduKaIus noJIb30BATE;

e GET /api/data — moJydenue JJaHHBIX, JOCTYIHO TOJHKO ayTeHTU(UIIN-
POBAHHBIM TIOJIB30BATEISIM;

e POST /api/buy — cOOGCTBEHHBIH METOJ: TIOKYIIKA KPUCTAJLIOB (JIOTOJTHH-
TesbHO peasn3oBan POST /auth/register).

PeanuzoBars 3amury ot SQL-unbexkmnuit, XSS n nebezomnacHoit ayrenTudnka-
nuu; Hactpouth CI/CD pipeline ¢ 3amyckom SAST- u SCA-ckanepos.

3 Ucnoab3yemble MHCTPYMEHTDI

e Python 3.12, Flask, Flask-SQLAlchemy, SQLite;
e PyJWT — Brimyck u nposepka JWT;

e berypt — xsimpoBanue napoJiei;

e Bandit — cratuveckuit anasunz (SAST);

e pip-audit — ananus 3asucumocreii (SCA);

e GitHub Actions — CI/CD;

e pytest — aBToTecThl; curl — pyuHOE TeCTHPOBAHUE.

4 XoJI BBIIIOJHEHUA

4.1 ApxurekTypa NPHJIOXKEHUS

[Ipunoxenue cobpano o cxeme application factory. Jloruka BbiHECeHa B MaKeT
app: Mojesin (models.py), BBIIYCK U MPOBEpPKa TOKeHa (auth.py), mMapripy-
Thl (routes.py), HadasibHoe Hanosuenne Bl (seed.py). Touka Bxoma run.py
JIMIIb CO3AET MIPUJIOXKEHUE.



4.2 3amwuta ot SQL-mHBEKITNII

Bee obpamiennst k B/l Bemosasiiorest vepes ORM SQLAlchemy (filter_by,
db.session.get). [losb3oBarenbekuii BBOJ Beerjia nepejiaéres Kak napamerp
3allpoca U SKPAHUPYeTCs JipaiiBepoM, a He ckjaenBaeTcsa B cTpoKy SQL. IombiT-
Ka BXO/a ¢ neityioajom admin’ OR ’1°=’1 npuBojut K orBeTy 401 — nnbexkius
He cpabaThIBaeT.

4.3 3Bamura ot XSS

Bce cTpokoBbIe TOJIs, TIPHITIEIITE OT MOJIb30BaTe s (username, color), IKpa-
nupytorcs (pyukiueit markupsafe.escape nepej sozsparom B JSON. Nmst Bu-
Ja <script>alert(1)</script> Bozspalaercs Kak &1t ;scripté&gt; ... une
UCIIOJIHAETCS Ha, KJIMEHTe.

4.4 Ayrenrndukaiusd

[Taposu xpaHsaTces ToJIBKO B BujIe berypt-xatia co ey daiinoii cosbio (becrypt . hashpw).
[Ipu ycnentnom Bxoje Bobigaérest nogmucantbii JWT (asropurm HS256) ¢ Bpe-
MEHeM >KU3HU. SaIuIEHHbIE SHMONHTBI 3aKPbITHI JeKOpaTopoM token_required,
KOTODPBII NpoBepseT Haan4due 3arojiopka Authorization: Bearer, nmoamnuch
TOKEHA W CPOK JIeHCTBUsT (€Xp).

4.5 CI/CD

Daitn .github/workflows/ci.yml 3amyckaercs Ha Kaxk/iblit push n pull_request
¥ TIOCJIEIOBATEIBHO BBITIOJHACT: yeTaHOBKY 3aucumocteit, Bandit (SAST), pip-
audit (SCA) u pytest.

5 Pe3yabTaThbl

5.1 Pabora API

JIOFHHZHZHOqueHHe TOKEHA.

eee Terminal — login

$ curl -s -X POST localhost:5000/auth/login \
-H 'Content-Type: application/json' \
-d "{"username":"admin", "password":"CorrectHorse42!"}'
{"token":"eyJhbGci0iJIUzIINiIsInR5cCIb6IkpXVCJ9.eyJzdWIi0iIxTIiwidXNlemS5hbWUi0iJhZG1pbiIsImlhdCI
6MTCSMTMSMTIZ0CwWiZXhwIjoxNzkxMzkB0DU4TQ.bnXVwXpHQU-n6zXL_ZnLdjobInhnP2TGgfPcqSZMASY "}




Hoctyn k /api/data 6e3 Tokena (401) u ¢ Tokenom (200).

eee Terminal — /api/data (401 vs 200)

$ curl -i -s localhost:5000/api/data # 6e3 ToKeHa
HTTP/1.1 401 UNAUTHORIZED

Server: Werkzeug/3.1.9 Python/3.14.7

Date: Wed, 87 Oct 2026 16:40:59 GMT

Content-Type: application/json

$ curl -s localhost:5000/api/data \
-H "Authorization: Bearer $TOKEN" # C TOKeHoOM
{"balance":5000,"crystals":[{"color":"red","id":1, "price" :100, "stock":50},{"color":"green", "id
":2,"price":120, "stock":40},{"color":"blue","id":3,"price" :150, "stock" :30},{"color":"viole

t","id":4,"price":300,"stock":10}],"user":"admin"}

SQL-naBEKINS B JJOTWHE OTKJIOHEHA.
LA A Terminal — SQL injection rejected

$ curl -i -s -X POST localhost:5000/auth/login \
-H 'Content-Type: application/json' \
_d '{”USEPname”:”admin'\" DR I\Illl\lI:I\IIl”,”paSSWOPd”:”X”}I

HTTP/1.1 401 UNAUTHORIZED

Server: Werkzeug/3.1.9 Python/3.14.7
Date: Wed, 07 Oct 2026 16:40:59 GMT
Content-Type: application/json
Content-Length: 32

Connection: close

{"error":"invalid credentials"}

XSS: umga moab30BaTe I SKPAaHIPOBAHO B OTBETE.

oo Terminal — XSS escaped

$ curl -s -X POST localhost:5000/auth/register \

-H 'Content-Type: application/json' \

-d '{"username":"<script>alert(1l)</script>", "password":"passwordl23"}'
{"id":2, "username":"&Llt;script&gt;alert(1)&Lt; /script&gt; "}

$ curl -s localhost:5000/api/data -H "Authorization: Bearer $XSS_TOKEN"

{"balance":1000,"crystals":[{"color":"red","id":1,"price":100, "stock":50},{"color":"green", "id
":2,"price":120, "stock":40},{"color":"blue","id":3,"price" :150, "stock" :30},{"color":"viole
t","id":4,"price":300,"stock":10}],"user":"&lt;script&gt;alert(1)&Lt;/script&ot; "}




ITokynka KpucTaJaoB.

eoe Terminal — buy

$ curl -s -X POST localhost:5000/api/buy \
-H "Authorization: Bearer $TOKEN" \
-H 'Content-Type: application/json' \
-d '{"crystal_id":1,"quantity":2}"'

{"balance" :4800,"color":"red", "purchase_id":1, "quantity":2,"total_price":200}

5.2 Otuéret SAST/SCA
Bandit (SAST) — kpurudecknx npobiieM He HaiieHO.

eoo GitHub Actions — SAST: Bandit

$ bandit -r app

Test results:

No issues identified.

Code scanned:
Total lines of code: 195
Total lines skipped (#nosec): 0

Total potential issues skipped due to specifically being disabled (e.g., #nosec BXXX): 0

Run metrics:

Total issues (by severity):
Undefined: 0
Low: O
Medium: O
High: ©

Total issues (by confidence):
Undefined: 0
Low: O
Medium: O

High: ©

Files skipped (0):

pip-audit (SCA) — ys3BUMBIX 3aBUCUMOCTENH He HaAlIEHO.



©®0(;itHub Actions — SCA: pip-audit

$ pip-audit -r requirements.txt --desc

No known vulnerabilities found

AstoTecThl (pytest) B coctaBe pipeline.

LA L GitHub Actions — pytest

$ pytest -q

[100%]
7 passed in 5.94s

YcnemHsblii 3amyck pipeline (Bce miaru 3esiéHsbie).

eeoo GitHub Actions — pipeline (success)

$ gh run view --job=112901415655 --repo Alexander-D-Karpov/ib-labl

v master CI - 37653150323

Triggered via push about 7 minutes ago

v security-and-tests in 28s (ID 112901415655)
Set up job
Run actions/checkout@v4
Run actions/setup-python@v5S
Install dependencies
SAST - Bandit
SCA - pip-audit
Tests

Post Run actions/setup-python@v5

Post Run actions/checkout@v4

Complete job

View this run on GitHub:
https://github.com/Alexander-D-Karpov/ib-labl/actions/runs/37653150323




6 Cchlikn

e Penosuropuii: https://github.com/Alexander-D-Karpov/ib-1labl

o [locnemnuit ycriemnbrii pipeline:

actions/runs/37653150323

7 BrpiBog

Pazpaboran sammuménnniii REST API ¢ ayrenrudukanueit mo JWT u xamupo-
BanueM raposieii berypt. Peasmzosana sanura or SQL-unbekuunii (ORM ¢ na-
pamerpusaiueii) u XSS (sxpanuposanue BbiBoja). Hacrpoern CI/CD pipeline ¢
apromarudeckum sarmyckom SAST (Bandit) u SCA (pip-audit) na kaxk bt push
u pull request. Bce npoBepku 6€301macHOCTH U aBTOTECTHI IPOXOJIAT YCIIEITHO.


https://github.com/Alexander-D-Karpov/ib-lab1
https://github.com/Alexander-D-Karpov/ib-lab1/actions/runs/37653150323
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